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 Cyber insurance report published May 2021
◦ Required by the National Defense Authorization Act

◦ Studied the state and availability of cybersecurity 
insurance coverage

 Ongoing work on cyberterrorism insurance
◦ Required by the 2020 Further Consolidated 

Appropriations Act 

◦ Examining cyber risks faced by U.S. critical 
infrastructure and the applicability of the Terrorism 
Risk Insurance Program to cyber events
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• Take-up rates generally 
rose from 26 percent in 
2016 to 47 percent in 
2020.

• Rising take-up rates 
suggest increasing demand 
for cyber insurance, 
willingness of insurers to 
offer it, and ability of 
policyholders to afford it. 

• However, there is 
uncertainty over whether 
this trend will continue as 
risks increase and losses 
grow for insurers.
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After holding relatively steady in 2017 and 2018, cyber insurance 
premiums increased markedly in 2020. 



 Reduced coverage limits for certain sectors

 Tighter terms and more exclusions

 More cyber-specific policies
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 Limited historical data
◦ Limited, incomplete, or poor data on cyber losses 

makes it difficult to build predictive models and 
properly price policies. 

 Lack of common definitions
◦ Industry representatives and reports note that 

terms such as “cyberattack,” “cyberwar,” and 
“cyberterrorism” do not have consistent definitions.

 Questions about applicability of TRIA
◦ Uncertainty over whether cyberattacks likely to 

meet TRIA’s certification criteria.
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